oo FENSE

INTELLIGENCE

The Industry’s Only Phishing
Specific Intelligence

Focused on Threats Reaching End Users

Most cyber-attacks, including ransomware, start with a phish.
Cofense offers the industry’s only phishing specific, analyst vetted

intelligence feed that easily integrates with your existing security Cofense |nte||igence
solutions. Speed your phishing threat response and keep your

employees’ inboxes safe with Cofense Intelligence. enables organizations

A unique combination of technology and human insight — paired to prioritize risk mitigation
with our global network of over 30 million humans reporting .

potential phish — makes it easy to get the information you need to qmckly, shorten

protect your organization.

decision-making cycles
We use proprietary methods to automatically identify top threats
reaching end users, which are then analyzed by our experts. We and response, and
provide your SOC with timely actionable intelligence, tools, and — .
coaching to respond to attacks that would otherwise go undetected. gain InSlghtS for future

With a variety of options available, customers can select the threat hunting.
Intelligence subscription that best suits their needs to ensure we
meet your team where your capabilities and available resources are.
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We process Cofense reports first
because we know if you're reporting
it, it’s bad. Cofense Intelligence is the
most accurate phishing threat info
we receive and it’s easy to consume.”

Financial Services Customer



Cofense Intelligence is delivered in multiple

forms, so your teams can prepare and respond

to active attacks to your network.

I # Dashboard

Delivery Mechanisms Phishing Subjects

¥ Search Active Threats
} Finished Intelligence Top Malware Families
View the five malware families most often identified by Cofense Intelligence in the last 14 days. Hover over a day

Business tmail to see counts for that day. Click a family beneath the chart to hide that family

Compromise (BEC)
25
© API Tokens

B Documentation
20

2 Support &

T e

Feb 9 Feb 10 Feb 11 Feb12 Feb13  Febl4  Febls Feb 16 Feb17  Fepid  Feb Feb 20 22
n NanoC

- FormGrabber AgentTesla - Loki Bot Remcos e Access Trojan =% NanoCore

ThreatHQ: A user portal and the HQ for all Phishing Threat Intelligence,

ThreatHQ is a fantastic phishing research and threat hunting tool for
organizations of all sizes thanks to a robust search capability. Analysts
can search active threats, access finished intelligence, and gain an
at-a-glance understanding of items like top malware families, delivery
mechanisms, and phishing subjects.

Active Threat Reports & Flash Alerts: Keep SOC and Intelligence
teams aware of today’s campaigns with timely reports that are
compiled by the Cofense Intelligence team. Active Threat Reports and
Flash Alerts are released as soon as a phishing threat is identified or
updated to be sure you stay up to speed on critical emerging threats.

Strategic Reporting & Threat Briefings: Ensure your organization
aligns its resources and builds its priorities to effectively combat
today’s live and active phishing threat landscape.

Intelligence API Feed: Customers can use integrations to automate
ingestion and actioning of Cofense IOCs. Every single IOC delivered
is vetted by an analyst, which ensures the highest fidelity and
confidence. You can trust Cofense Intelligence.

Ready to see how Cofense Intelligence can help your organization?
o Try it free for 30 days!

About Cofense

Attack analysis and

context to help make

rapid, informed tactical
& strategic decisions: Cofense
Intelligence helps organizations make
the best decisions around where to
focus their defenses. We help
customers actively defend against
current attacks on their users and
network with a combination of
machine-readable intelligence
delivered via an automated
intelligence feed, active threat
reports, and IOC search capability
in ThreatHQ for Threat Hunters
and Responders.

G‘E Integrates with existing
— f*’ security solutions to speed
= phishing threat response:
Quarantine phishing emails even
faster with your SIEMs, TIPs and
SOARs continuously ingesting
Cofense Intelligence data feeds. We
focus on campaigns that reach the
inbox, ensuring that our intelligence
is relevant to the threats your
organization may face. Cofense’s
unique security intelligence
provides tactical and strategic
intelligence, available in multiple
forms, for your teams to prepare
and respond to active attacks to
your network — faster!

Expert threat analysts

help operationalize threat

intelligence and provide
guidance: Make more confident
decisions with expert guidance from
Cofense’s world-class security team
to implement best practices to
reduce threats against your network.
We will help you operationalize the
service and provide on-going
support to make sure you are
squeezing the most value out of
Cofense Intelligence.

Cofense®@ is the leading provider of phishing detection and response solutions. Designed for enterprise organizations,
the Cofense Phishing Detection and Response (PDR) platform leverages a global network of close to 30 million people
actively reporting suspected phish, combined with advanced automation to stop phishing attacks faster and stay
ahead of breaches. When deploying the full suite of Cofense solutions, organizations can educate employees on how
to identify and report phish, detect phish in their environment and respond quickly to remediate threats. With seamless
integration into most major TIPs, SIEMs, and SOARs, Cofense solutions easily align with existing security ecosystems.
Across a broad set of Global 1000 enterprise customers, including defense, energy, financial services, healthcare and
manufacturing sectors, Cofense understands how to improve security, aid incident response and reduce the risk of
compromise. For additional information, please visit www.cofense.com or connect with us on Twitter and LinkedIn.
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W: cofense.com/contact T:703.652.0717

A: 1602 Village Market Blvd, SE #400
Leesburg, VA 20175



https://cofense.com/free-access-intelligence/
http://www.cofense.com
https://twitter.com/Cofense
https://www.linkedin.com/company/cofense/
https://cofense.com/contact/

